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ISO 27001 Information Security Management System standard provides an excellent

framework for those developing or enhancing their organisation’s information
security needs and helps to proactively identify, manage and reduce the range of
threats to which information is regularly subjected.

Key terms related to 1SO 27001

Information is an asset that needs to be protected. The characteristics that require
protection include Confidentiality, Integrity and Availability.

Confidentiality: Ensuring that information is accessible only to those authorized to
have access

Integrity: Safeguarding the accuracy and completeness of information and processing
methods

Availability: Ensuring that authorized users have access to information and associated
assets when required.

ISO 27001 provides a way to manage security as an integrated process ensures that
gaps are recognized; risks are identified and appropriately controlled. In essence, it
provides a roadmap that allows a coherent approach to security management.

Benefits of 1SO 27001 implementation:

All organizations, large and small, need to protect their private information from
hackers, industrial espionage, and indiscrete use and dissemination.

ISO 27001 Certification provides many tangible benefits:

e Ensures that all risks are recognized

Risks are systematically evaluated and addressed to minimize potential
exposures.

Ensures security practices conform to industry best practices.

Ensures Confidentiality, Integrity and Availability of Information and Assets.
A valuable framework for resolving security issues

Enhancement of client confidence

Enhancement of security awareness within an organisation

Can often be a decidina differentiator between competina organisations
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Morison UAE Consulting assists organisations to achieve ISO 27001 certification
through its team of security specialists supporting the client in implementation of
ISMS. Morison UAE Consulting also runs regular 1SO 27001 training courses.

Our I1SO 27001 service includes:

e GAP Analysis

e Training

e Risk Assessment

e Formulation of policies, procedures, checklists and controls.
e Internal audits

e Certification Assistance

e Post-Certification Assistance

GAP Analysis

GAP Analysis includes a detailed report on comprehensive assessment of existing
security processes that are being followed in the area of information security not
limited to technical security, physical security, information management and
contractual obligation against ISO 27001 standard and controls required to attain
compliance.

Risk Assessment

Risk Assessment will identify the various information security risks involved in
your business processes and the report will detail security control measures for
the same.

Training
Our training involves three levels of training depending on the target audience

e Overview of ISO 27001 for senior management and objective setting

e Detailed training on 1SO 27001 requirements and internal audit for core team
involved in implementation, maintenance and internal audit

e Awareness training at user level for all employees
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Our specialists will define objectives, policies and procedures in discussions with
client’s team. The information security management system will be developed to
meet the requirements of 1SO 27001 and business requirements of client. The
system developed for the client shall meet the requirements of third party
certification body for successful certification.

Internal Audit

Internal audit shall ensure compliance of the existing IT environment and its
management procedures to the requirements of 1SO 27001

Certification Assistance

Morison UAE Consulting will provide assistance in selecting the Third party
certification body and guide you through the process of gaining certification and
ensure close involvement during the all stages of certification process.

Post-Certification Assistance

We also support you to maintain the certification by conducting internal audits at
pre-determined frequency.

Why Morison UAE Consulting

e We understand the requirements of Middle East clients

o Have specialists with rich experience in IT and risk management

o Have a research centre that continuously adopts and deploys best practices
e Professional approach to client engagements

e Support of Morison international network

For more information please visit our

Website: WWW.MmOorisonmenon.com
Contact us:  Morison (UAE) Consulting, P.O Box 29672, Dubai, UAE
Email: neel@morisonmenon.com

Telephone: +971 4 3367000
Mobile: +971 50 6525109




